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GlobalProtect App for Windows

GlobalProtect™ is an application that runs on your endpoint (desktop computer, laptop, tablet,
or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet, private cloud,
public cloud, and internet traffic and allows you to access your company’s resources from
anywhere in the world.

The following topics describe how to install and use the GlobalProtect app for Windows:

Download and Install the GlobalProtect App for Windows
Use the GlobalProtect App for Windows

Disable the GlobalProtect App for Windows

Uninstall the GlobalProtect App for Windows

Fix a Microsoft Installer Conflict

V V V V V



6 GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Windows

© 2021 Palo Alto Networks, Inc.



Download and Install the GlobalProtect App
for Windows

Before connecting to the GlobalProtect network, you must download and install the GlobalProtect app on
your Windows endpoint.

To download and install the app, you must obtain the IP address or fully qualified domain name (FQDN)

of the GlobalProtect portal from the administrator. In addition, your administrator should verify which
username and password information you can use to connect to the portal and gateways. In most instances,
the username and password, is the same username and password that you use to connect to your corporate
network. After you gather the required information, use the following steps to download and install the app:

 To run GlobalProtect app 5.0 and above, Windows endpoints require Visual C++
Redistributables 12.0.3 for Visual Studio 2013. If you have not already installed any
redistributable packages on your endpoint, the GlobalProtect app installs Visual C
++ Redistributables 12.0.3 automatically. If you have already installed Visual C++
Redistributables 12.0.2 or an earlier release, you must either uninstall the existing
redistributable packages from your endpoint or upgrade to Visual C++ Redistributables
12.0.3 prior to installing the GlobalProtect app.

STEP 1| Log in to the GlobalProtect portal.
1. Launch a web browser and go to the following URL:

https://<portal |P address or FQDN>

Example: htt p: // gp. acrme. com

2. On the portal login page, enter your Name (username) and Password, and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

paloalto

NETWORKS®

GlobalProtect Portal

Name | admin ]

Password [ sesee ]

STEP 2 | Navigate to the app download page.
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In most instances, the app download page appears immediately after you log in to the portal. Use this
page to download the latest app software package.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 hit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

If your system administrator has enabled GlobalProtect Clientless VPN access, the applications page
opens after you log in to the portal (instead of the app download page). Select GlobalProtect Agent to
open the download page.
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STEP 3 | Download the app.

1. To begin the download, click the software link that corresponds to the operating system running on
your computer. If you are not sure whether the operating system is 32-bit or 64-bit, ask your system
administrator before you proceed.
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paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. Open the software installation file.
3. When prompted, Run the software.
4. When prompted again, Run the GlobalProtect Setup Wizard.

STEP 4 | Complete the GlobalProtect app setup.

1. In the GlobalProtect Setup Wizard, click Next.
2. Click Next to accept the default installation folder (C:\Program Files\Palo Alto Networks
\GlobalProtect), or click Browse to select a new location and then click Next twice.

3. After installation is complete, Close the wizard.

STEP 5| Log in to GlobalProtect.

GlobalProtect ¢

Welcome to GlobalProtect

Please enter your portal address

| |

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

2. Enter the FQDN or IP address of the portal that your GlobalProtect administrator provided, and then
click Connect.

3. ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
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To connect to a different gateway, select the gateway from the Gateway drop-down (for external
gateways only).

!\‘ This option is only available if your administrator enables manual gateway selection.

. ) Depending on the connection mode, click Connect to initiate the connection.
. ) If prompted, enter your Username and Password, and then click Sign In.

If your administrator has allowed you to use biometric (fingerprint) information to sign in, you need to
first sign-in with a username and password twice (once to save it and again to authenticate); you can
then use biometric information to sign in.

If authentication is successful, you are connected to your corporate network, and the status panel
displays the Connected or Connected - Internal status. If your administrator sets up a GlobalProtect
welcome page, it displays after you log in successfully.
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Use the GlobalProtect App for Windows

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged in to your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.

N

1.
2.

3.

O You can determine whether you are connected by checking the GlobalProtect system tray

icon. If you are not connected, the icon is gray (), and Disconnected appears when the
you hover over the icon.

Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

( ) If you are logging in to the GlobalProtect app for the first time, enter the FQDN or IP
address of the GlobalProtect portal, and then click Connect.

( ) If multiple portals are saved on your app, select a portal from the Portal drop-down. By
default, the most recently connected portal is pre-selected from the Portal drop-down.

( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, click the gateway drop-down and then use one of the following
options:

e Select a gateway manually (external gateways only).

) This option is only available if your administrator enables manual gateway
l selection.

e Assign and automatically connect to a preferred gateway:

1 From the status panel, click the Settings (O) icon to open the settings menu.
2. Select Preferred Gateway to open the GlobalProtect: Preferred Gateway dialog.

3. From the list of available gateways, select the gateway that you want to set as the preferred
gateway and then Set as Preferred.

4. Close the dialog.

If you no longer want to connect to the gateway automatically, you can also remove the preferred
gateway assignment:

1 From the status panel, click the Settings ('a) icon to open the settings menu.

2. Select Preferred Gateway to open the GlobalProtect: Preferred Gateway dialog.

3. From the list of available gateways, select the preferred gateway and then Remove Preferred.
4

. Close the dialog.
( ) Depending on the connection mode, click Connect to initiate the connection.
( ) If prompted, enter your Username and Password and then Sign In.

If your administrator has allowed you to use biometric (fingerprint) information to sign in, you need to
first sign-in with a username and password twice (once to save it and again to authenticate); you can
then use biometric information to sign in.
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When the app connects in external mode, the GlobalProtect system tray icon displays a shield (@),
and Connected appears when you hover over the icon. When the app connects in internal mode, the

GlobalProtect system tray icon displays a house (&), and Internal Network appears when you hover

over the icon.

STEP 2 | Open the GlobalProtect app.

Click the GlobalProtect system tray icon to launch the app interface.

STEP 3 | View information about your network connection.

After you launch the app, click the settings icon (O) on the status panel to open the settings menu.
Select Settings to open the GlobalProtect Settings panel, and then select one of the following tabs to
view information about your network connection:

General—Displays the username and portal(s) associated with the GlobalProtect account. You can
also add, delete, or modify portals from this tab.

W& GlobalProtect Settings

General Connection HostProfile Troubleshooting Motification
Account

User: ebang

Portals

gp.paloaltonetworks.com
gpbeta.paloaltonetworks.com

Delete Edit

Sign out

Connection—Lists the gateways configured for the GlobalProtect app and provides the following
information about each gateway:

e Gateway name

e Tunnel status

e Authentication status
e Connection type

e Gateway IP address or FQDN (only available in external mode)

[2

For internal mode, the Connection tab displays the entire list of available gateways.
For external mode, the Connection tab displays only the gateway to which you are
connected and additional details about the gateway (such as the gateway IP address
and uptime).
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W& GlobalProtect Settings x

General Connection HostProfile Troubleshooting  Motification

Gateway Tunnel Authenticated
sin.intgp.paloaltonetworks.com

hg.intgp.paloaltonetworks.com

gp.paloaltonetworks.com

belgium-gw.paloaltonetworks.com

texas-gw.paloaltonetworks.com W

Assigned local IP:

Gateway IP:

Protocol:

Uptime:

Bytes In: Bytes Out:
Packets In: Packets Out:
Packets 1/Error: Packets O/fError:

Figure 1: Connection Tab When In Internal Mode

U GlobalProtect Settings *

General Connection  HostProfile  Troubleshooting  Motification

Gateway Type Tunnel Authenticated
aw2 External Yes Yes

Assigned local IP:

Gateway IP:

Gateway Location: Santa Clara

Protocol: IPSec

Uptime: 00:00:00

Bytes In: 837 Bytes Out: 1084
Packets In: 5 Packets Cut: E]
Packets I/Error: i] Packets Q/Error: a

Figure 2: Connection Tab When In External Mode

e Host Profile—Displays the endpoint data that GlobalProtect uses to monitor and enforce security
policies using the Host Information Profile (HIP). Click Resubmit Host Profile to manually resubmit
HIP data to the gateway.

s~ If your administrator configures the Severity value for missing patches as a HIP match
N /A condition, use the following mappings between the GlobalProtect severity values and
= the OPSWAT severity ratings to understand what each value means:

Severity Value Displayed on the OPSWAT Severity Rating

GlobalProtect App

0 Low
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Severity Value Displayed on the

OPSWAT Severity Rating

GlobalProtect App

1 Moderate
2 Important
3 Critical

@& GlobalProtect Settings

General Connection HostProfile Troubleshooting Notification

The host profile is information about your system that GlobalProtect can use for monitoring or
security policy enforcement.

i .08
i anti-malware
- disk-backup

disk-encryption
- firewall

i patch-management
... data-loss-prevention

Resubmit Host Profile

Troubleshooting—Enables you to Collect Logs, set the Logging Level, and view information about the
network configuration, route settings, active connections, and logs.

W& GlobalProtect Settings

General Connection HostProfile Troubleshooting Notification

If you're having trouble with GlobalProtect, please contact your system administrator, They
might need to see the GlobalProtect logs in order to troubleshoot the problem

Collect Logs

(O Network Configuration (O Routing Table (O Sockets (@) Logs

Log: |panGP Service
& and empty portal user auth cookie.

(T11872) 09/21/17 13:21:37:610 Debug(6550): Set skip next switch off flag.

(T11872) 09/21/17 13:21:37:610 Debug(6066): portal status is User authentication failed.
(T11872) 09/21/17 13:21:37:610 Debug(4984); --Set state to Disconnected

(T11872) 09/21/17 13:21:37:610 Debug(1096): Send response to client for request user_cred

(T11872) 09/21/17 13:21:37:715 Info ( 438): msgtype = unknown
(T11872) 09/21/17 13:21:37:816 Info ( 438): msgtype = unknown

<

Logging Level: |Debug

STEP 4| ( ) Log in using a new password.

™ If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User

Credentials, your credentials are automatically saved to the GlobalProtect app. If your

password for accessing the corporate network changes, you must log in to GlobalProtect
using your new password.

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.
2. Click the settings icon ('a) to open the settings menu.
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w

Select Settings to open the GlobalProtect Settings panel.

4. On the General tab of the GlobalProtect Settings panel, Sign Out to clear your saved user credentials
from the GlobalProtect app.

5. After you clear your user credentials, you can reconnect to GlobalProtect with your new username

and password.

STEP 5| ( ) Disconnect from GlobalProtect.

If your administrator configures GlobalProtect with the On-Demand connect method, you can
disconnect from GlobalProtect by clicking Disconnect on the status panel.
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Disable the GlobalProtect App for Windows

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the internet.
After disabling the GlobalProtect app, you can connect to the internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service (PanGPS). This configuration
can prevent you from disabling the app entirely or allow you to disable the app only after responding to a
challenge correctly.

If your configuration includes a challenge, the GlobalProtect app prompts you for one of the following:

e Reason you want to disable the app
e Passcode
e Ticket number

If the challenge requires a passcode or ticket number, we recommend that you contact a GlobalProtect
administrator or Help Desk person by phone.

Administrators typically provide passcodes in advance, either through email (for new GlobalProtect users)
or posted on your organization’s website. In response to an outage or system issue, administrators may also
provide passcodes by phone.

Before you can obtain a valid ticket number, your endpoint displays a ticket request number that you must
communicate to your GlobalProtect administrator or Help Desk person. If your disable request is approved,
you will receive a valid ticket number that you can use to disable GlobalProtect.

The following steps describe how to disable the app and pass a challenge:

STEP 1 | Disable the GlobalProtect app.

1. Launch the GlobalProtect app by clicking the GlobalProtect system tray icon. The status panel opens.
2. Click the settings icon (
&
) to open the settings menu.
3. Select Disable.

¥ The Disable option is visible only if your GlobalProtect agent configuration allows you
l to disable the app. If the configuration allows you disable the GlobalProtect app without
requiring you to respond to a challenge, the GlobalProtect app closes without requiring
further action.
STEP 2 | Respond to one or more challenges, if required.
If prompted, provide the following information:

e Reason—Your reason for disabling the GlobalProtect app.
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& Disable GlobalProtect x

. Please enter the following information to show you're
u authorized to disable GlobalProtect

Reason: l

Cancel

e Passcode—A passcode that is typically provided by your administrator in advance, based on a known
issue or event that requires you to disable the app.

e Ticket—If your configuration requires you to provide a ticket number, the GlobalProtect app displays
an eight-character hexadecimal ticket request number as soon as you select Disable. To disable the
app with a ticket number, contact your administrator or Help Desk person (by phone) and provide
the ticket request number. After approving your request, your administrator or Help Desk person
provides you with an eight-character hexadecimal ticket number. Enter the ticket number in the
Ticket field, and then click OK.
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Uninstall the GlobalProtect App for Windows

Use the following steps to uninstall the GlobalProtect app from your Windows endpoint . Keep in mind that
by uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will

not be protected by your company'’s security policies.

!\‘ Only users with administrator privileges can uninstall the GlobalProtect app from Windows

endpoints.

STEP 1| Select Start > Control Panel > Programs > Programs and Features.

STEP 2 | Select GlobalProtect from the list, and then click Uninstall.

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change  Repair

P

Name Publisher Installed On
(1) AstroGrep AstroComma, Inc. 1211272017
";Crashplan PROe Code 42 Software 6/22/2017
& Dell Touchpad ALPS ELECTRIC CQ,, LTD. 6/26/2017
(=) Dell WLAN Radio Switch Driver Dell Inc 6/22/2017

16 GlobalProtect Palo Alto Networks 6/18/2017
[ Google Chrome Google, Inc. 111372017
) Helix Visual Components Perforce Software 6/27/2017
4 Intel ® Graphics Driver Intel Corporation 6/26/2017
| £ Java & Update 144 Oracle Corporation 8/8/2017
& Local Administrator Password Solution Microsoft Corporation 9/14/2016
ﬂM\crosoftOf‘Fice 365 ProPlus - en-us Microsoft Corporation 12/13/2017
/& Microsoft OneDrive Microsoft Corporation 12/8/2017
|:‘j\M\CrUSU& S0OL Server Compact 3.5 5P2 ENU Microsoft Corporation 6/26/2017
I:'j\M\crn;nft S0L Server Compact 3.5 SP2 x64 ENU Microsoft Corporation 6/26/2017
[ Microsoft SQL Server Compact 4.0 SP1 164 ENU Microsoft Corporation 6/26/2017
[5=] Microsoft Visual C++ 2003 Redistributable Microsoft Corporation 7472017
[55] Microsoft Visual C++ 2008 Redistributable - 64 9....  Microsoft Corporation 6/18/2017
[ Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 71452017
[%5 Microsoft Visual C++ 2010 %86 Redistributable - 1...  Microsoft Corporation 7472007

STEP 3 | When prompted to continue with the uninstall, click Yes.

Size

1.85MB
308 MB
241 MB

14.5 MB
98.3 MB
212 ME
3.72 MB
130 ME
258 KB
1.78 GB
100 ME
8.01 MB
8.02 MB
27.5MB
6.87 MB
26.5MB
444 MB
18.6 MB

=~ @
Version
446
4.6.0.403
10.1207.101.103
1.0.0.9
3.03
£3.0.3239.84
172.151.8788
21.20.16.4627
8.0.1440.1
6.0.1.0
16.0.8625.2127
17371311115
3.5.8080.0
3.5.8080.0
4.0.8876.1
8.0.61001
9.0.30723
9.0.30728.6161
10.0.40219 v
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Fix a Microsoft Installer Conflict

If you Enforce GlobalProtect for Network Access in a GlobalProtect portal agent configuration, and then
you upgrade a Windows endpoint to a newer version of the GlobalProtect app, installation can fail and the
enforcement configuration can block all traffic.

This issue is caused by an OS limitation that occurs when multiple Microsoft installer (nsi exec. exe)
instances run simultaneously on a Windows endpoint. You must use the following procedure to resolve the

Microsoft installer conflict:

STEP 1 | Restart the endpoint.

STEP 2| Stop all third-party installers that are running in the background.
1. Press Ctrl+Alt+Delete, and then click Task Manager.
2. In the Task Manager, locate all third-party nsi exec programs that are currently running (for
example, msi exec command |ine - Google Search).
3. Select the third party installer, and then click End Task to stop the installer.

STEP 3 | Restore the existing version of GlobalProtect, and then upgrade to the newer version of the
app.
1. ( ) If necessary, re-install the existing (older) version of GlobalProtect to repair it. This step is
required if the upgrade continues to fail.
2. Allow the upgrade to proceed as expected.
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GlobalProtect App for macOS

GlobalProtect™ is an application that runs on your endpoint (desktop computer, laptop, tablet,
or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet, private cloud,
public cloud, and internet traffic and allows you to access your company’s resources from
anywhere in the world.

The following topics describe how to install and use the GlobalProtect app for macOS:

Download and Install the GlobalProtect App for macOS

Use the GlobalProtect App for macOS

Disable the GlobalProtect App for macOS

Uninstall the GlobalProtect App for macOS

Remove the GlobalProtect Enforcer Kernel Extension

Enable the GlobalProtect App for macOS to Use Client Certificates for Authentication

V V V V V V
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Download and Install the GlobalProtect App
for macQOS

To download and install the GlobalProtect app, you must obtain the IP address or FQDN of the
GlobalProtect portal from your administrator. In addition, your administrator should verify which username
and password you can use to connect to the portal and gateways. This is typically the same username and
password that you use to connect to your corporate network.

When you install the GlobalProtect app for the first time on a macOS device running macOS Catalina
10.15.4, macOS Big Sur 11, or later or upgrade to GlobalProtect app 5.1.4, you must enable the system
extensions that are used for specific GlobalProtect features. If your administrator has configured split tunnel
on the GlobalProtect gateway based on the destination domain name and application process name or
enforced GlobalProtect connections for network access on the GlobalProtect portal (see GlobalProtect

App Customization), the System Extension Blocked notification message displays on the GlobalProtect

app during the installation. The message prompts users to enable and allow the system extensions in

macOS that are blocked from loading to use the split tunnel and Enforce GlobalProtect for Network Access
features.

!\\ Follow these guidelines when you use system extensions:

* Only users with administrator privileges can enable the system extensions on the
GlobalProtect app for macOS endpoints.

¢ Due to the security enhancement macOS Catalina 10.15 and macOS Big Sur 11 to
ensure that your data is protected while using third-party applications, GlobalProtect
must request your permission before attempting access to files and folders stored in your
Documents, Desktop, and Downloads folders and network drives. If your administrator
has enabled HIP checks, new permission pop-ups appear on your macOS endpoint when
GlobalProtect requests access to certain files and folder stored in your file system.

* The GlobalProtect app 5.1.4 running on macOS Catalina 10.15.4, macOS Big Sur 11, or
later does not use kernel extensions and will use system extensions.

« The GlobalProtect app 5.1.4 running on macOS Catalina 10.15.4, macOS Big Sur 11,
or later will not use the kernel extensions (com.paloaltonetworks.kext.pangpd) and
instead will use any of the available utun interfaces provided by macOS as the virtual
adapter.

» If you are upgrading from an earlier release to the GlobalProtect app 5.1.4 running on
macOS Catalina 10.15.4, macOS Big Sur 11, or later, kernel extensions are no longer
needed. After the upgrade, the System Extension Blocked notification message
displays on the GlobalProtect app, prompting users to enable and allow the system
extensions in macOS that was blocked from loading. By default, the app will not install
system extensions and the same default settings are applied.

After you gather the required information, use the following steps to download and install the app:
STEP 1| Log in to the GlobalProtect portal.
1. Launch a web browser and go to the following URL:
https://<portal |P address or FQDN>

Example: htt p: // gp. acne. com
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2. On the portal login page, enter your Name (username) and Password and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

#2 paloalto

NETWORKS®

GlobalProtect Portal

Name

admin ]

Password [ sssss ]

LOG IN

STEP 2 | Navigate to the app download page.

In most instances, the app download pages appears immediately after you log in to the portal. Use this
page to download the latest app software package.

paloalto

NETWORKS®”

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS5 needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

If your system administrator has enabled GlobalProtect Clientless VPN access, the applications page
opens after you log in to the portal (instead of the app download page). Select GlobalProtect Agent to
open the download page.
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M2 paloalto GLOBALPROTECT

@ Application URL %

X Gl

i Atlassian Y)
v L)
\'("RA Confluence
Jira Confluence

FR-DB CNN

o~
J

Google

%

Yahoo Finance

STEP 3 | Download the app.

. )
w Buzziie
a
e T
Intranet Bugzilla
e Q
PBS
MSN PBS

Linked [}

LinkedIn

Facebook

1. Click Download Mac 32/64 bit GlobalProtect agent.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

Engweb

FOX

Fox

Yelp
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2. When prompted, Run the software.
3. When prompted again, Run the GlobalProtect Installer.

STEP 4 | Complete the GlobalProtect app setup using the GlobalProtect Installer.
[ ] « Install GlobalProtect s

Welcome to the GlobalProtect Installer

IMro R iction You will be guided through the steps necessary to install this
software.

Continue

1. From the GlobalProtect Installer, click Continue.

2. On the Destination Select screen, select the installation folder for the GlobalProtect app, and then
click Continue.

@ « Install GlobalProtect [~}

Select a Destination

Introduction Select the disk where you want to install the GlobalProtect
software.
Destination Select

nstallation Type . .
nstallation L % ]
Summary

Macintosh HD
481.19 GB available
499.07 GB total

Installing this software reguires 30.9 MB of space.

You have chosen to install this software on the disk “Macintosh
HD*"

Go Back Continue

3. On the Installation Type screen, select the GlobalProtect installation package check box.

If your system administrator has configured the split tunnel on the gateway or enforced
GlobalProtect connections for network access on the portal, select the GlobalProtect System
Extensions check box (disabled by default).

Click Continue.
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® = ‘& Install GlobalProtect )

Custom Install on “Macintosh HD"

Package Name Action Size
Introduction GlobalProtect Install 34.3 MB
Destination Select Uninstall GlobalProtect

e Installation Type @ GlobalProtect System extensions

Space Required: 34.3 MB Remaining: 26.07 GB

Go Back Continue
. Click Install to confirm that you want to install GlobalProtect.
. When prompted, enter your User Name and Password, and then click Install Software to begin the
installation.
. After installation is complete, Close the installer.
. If you enabled the GlobalProtect System Extensions, select Open Security Preferences to enable
the system extensions in macOS that was blocked from loading from the following System Extension
Blocked notification:

System Extension Blocked

£
o

The program "GlobalProtect” tried to load new system
extension(s). If you want to enable these extensions,
open Security & Privacy System Preferences.

Open Security Preferences OK

If your administrator has suppressed this notification by using the supported mobile device
management system (MDM) such as Airwatch, you can automatically load the system
extensionswithout receiving this notification.

. On the Security & Privacy dialog, click the padlock icon to make changes, and then select App Store
and identified developers in the Allow apps downloaded from area. Click Allow.
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—

< _> _ - Security & Privacy [QSearcl“

m FileVault  Firewall  Privacy

A login password has been set for this user =~ Change Password...

Require password immediately after sleep or screen saver begins
Show a message when the screen is locked | Set Lock Message...

Allow your Apple Watch to unlock your Mac

Allow apps downloaded from:

App Store
® | App Store and identified developers

System software from application “GlobalProtect” was blocked Allow

from loading.

E Click the lock to make changes.
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Use the GlobalProtect App for macOS

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged into your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

After the installation is complete, the System Extension Blocked notification message appears, prompting
users to enable the system extensions in macOS that was blocked from loading. If the GlobalProtect
System Extensions option is not selected during the installation, this notification message appears once
users connect to the gateway. This notification appears if your administrator has configured either split
tunnel on the GlobalProtect gateway, enforced GlobalProtect connections for network access on the
GlobalProtect portal (see GlobalProtect App Customization), or both. Both features require users to enable
the system extensions.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.

\O You can determine if you are connected by checking the GlobalProtect system tray icon.

If you are not connected, the icon is gray (), and Disconnected appears when you
hover over the icon.

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

2. ( ) If you are logging in to the GlobalProtect app for the first time, enter the FQDN or IP
address of the GlobalProtect portal, and then click Connect.

3. ( ) If multiple portals are saved on your app, select a portal from the Portal drop-down. By
default, the most recently connected portal is pre-selected from the Portal drop-down.

4. ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, click the gateway drop-down and then use one of the following
options:

e Select a gateway manually (external gateways only). This option is only available if your
administrator enables manual gateway selection.
e Assign and automatically connect to a preferred gateway:

1. From the status panel, click the Settings (O) icon to open the settings menu.
2. Select Preferred Gateway to open the GlobalProtect: Preferred Gateway dialog.
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Preferred Gateway

Connected
You are securely connected to the

corporate network

Gateway ext_191

3. From the list of available gateways, select the gateway that you want to set as the preferred
gateway and then Set as Preferred.

[ ] GlobalProtect Preferred Gateway

Available Gateways:
ext 191

ext 192 (Preferred)

Set As Preferred Remove Preferred Close

If a Gateway is set as Preferred, the GlobalProtect App will
automatically connect to the Preferred Gateway at next
connection attempt.

4. Close the dialog.

If you no longer want to connect to the gateway automatically, you can also remove the preferred
gateway assignment:

1. From the status panel, click the Settings (ﬁ') icon to open the settings menu.

2. Select Preferred Gateway to open the GlobalProtect: Preferred Gateway dialog.
3. From the list of available gateways, select the preferred gateway and then Remove Preferred.
4. Close the dialog.

5. ( ) Depending on the connection mode, click Connect to initiate the connection.

6. ( ) If prompted, enter your Username and Password and then Sign In.

If your administrator has allowed you to use biometric (fingerprint) information to sign in, you need to
first sign-in with a username and password twice (once to save it and again to authenticate); you can
then use biometric information to sign in.

If your system administrator has enabled the GlobalProtect System Extensions, you must enable
the system extensions in macOS that was blocked from loading to use the split tunnel and Enforce
GlobalProtect for Network Access features.
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\» Users do not need administrator privileges to allow both the Network Extensions
Configuration pop-up prompts. Your administrator can suppress these message
prompts by using the mobile device management system (MDM) such as Jamf Pro
to automatically load the network extensions without receiving these prompts. Refer
to the knowledge base article at https://knowledgebase.paloaltonetworks.com/
KCSArticleDetail?id=kA14u000000HAWS for information on how to enable system and
network extensions using Jamf Pro.

. ) If your system administrator has configured split tunnel
based on domains and applications on the GlobalProtect gateway, select Allow in the following

pop-up prompt:
E "GlobalProtect” Would Like to Add VPN
’ Configurations
4 /, All metwork activity on this Mac may be filtered or

i monitored when using VPN.

Allow Don't Allow

If you select Don't Allow, the Split Tunnel feature cannot be used on the GlobalProtect app. This
pop-up prompt will appear the next time you connect to the portal or gateway.

. ) If your system administrator has enabled the Enforce
GlobalProtect Connections for Network Access feature, select Allow in the following pop-up
prompt:

“"GlobalProtect” Would Like to Filter
Network Content

All network activity on this Mac may be filtered
or monitored. !

Allow " Don‘tAllow |

If you select Don't Allow, the Enforce GlobalProtect Connections for Network Access feature will
not work and the GlobalProtect connections for network access cannot be enforced. This pop-up
prompt will appear until you select Allow.

. ) If your system administrator has configured split tunnel based on
domains and applications on the GlobalProtect gateway and enabled the Enforce GlobalProtect
Connections for Network Access feature, select Allow in the following pop-up prompt:

“GlobalProtect” Would Like to
Filter Network Content

All network activity on this Mac may be
filtered or monitored.

Allow Don't Allow
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If you select Don’t Allow, the Split Tunnel feature cannot be used on the GlobalProtect app,
the Enforce GlobalProtect Connections for Network Access feature will not work, and the
GlobalProtect connections for network access cannot be enforced. This pop-up prompt will
appear the next time you connect to the portal or gateway or until you select Allow.

When the app connects in external mode, the GlobalProtect system tray icon displays a shield (@),
and Connected appears when you hover over the icon. When the app connects in internal mode, the

GlobalProtect system tray icon displays a house (“ﬂ), and Internal Network appears when you hover
over the icon.

STEP 2 | Open the GlobalProtect app.

Click the GlobalProtect system tray icon to launch the app interface.
STEP 3 | View information about your network connection.

After you launch the app, click the settings icon (Q) on the status panel to open the settings menu.
Select Settings to open the GlobalProtect Settings panel, and then select one of the following tabs to
view information about your network connection:

e General—Displays the username and portal(s) associated with the GlobalProtect account. You can
also add, delete, or modify portals from this tab.

[ ] GlobalProtect Settings

‘W Connection Host Profile  Troubleshooting Motification

Account: ebang Sign Out
Portals: Portal Status

gp.paloaltonetworks.com Connected - Internal

— #

e Connection—Lists the gateways configured for the GlobalProtect app and provides the following
information about each gateway:

e Gateway name

e Tunnel status

e Authentication status

e Connection type

e Gateway IP address or FQDN (only available in external mode)

 For internal mode, the Connection tab displays the entire list of available gateways.
L For external mode, the Connection tab displays only the gateway to which you are
connected and additional details about the gateway (such as the gateway IP address,
location, and uptime).
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[ ] GlobalProtect Settings

General [elyceie | Host Profile  Troubleshooting  Notification

Gateway Tunne! Authenticated Type

fc2fa No No

london-gw No No

ireland-gw No No

israel-gw Mo Mo

SIN Internal GW MNo Yes Internal
legacy-gateway Mo Mo

hongkong-gw Mo Mo

test-gateway Mo Mo

TP SR S aie aie

Figure 3: Connection Tab When In Internal Mode

L] GlobalProtect Settings
General | Connection gt Profile  Troubleshooting Natification
Gatoway Tunne Authenticated Typo
test-gateway Yes Yes External
Assigned Local IP:
Gateway IP:
Gateway Location: 8an Francisco, CA
Protocal: IPSec
Uptime: 00:00:14
Bytes In: 39623 Bytes Out: 75534
Packets In: 168 Packets Quu: 438
Packets Eror: o Packets O/Error: 43

Figure 4: Connection Tab When In External Mode

e Host Profile—Displays the endpoint data that GlobalProtect uses to monitor and enforce security
policies using the Host Information Profile (HIP). Click Resubmit Host Profile to manually resubmit
HIP data to the gateway.

v~ If your administrator configures the Severity value for missing patches as a HIP match
"N /A condition, use the following mappings between the GlobalProtect severity values and
= the OPSWAT severity ratings to understand what each value means:

Severity Value Displayed on the OPSWAT Severity Rating
GlobalProtect App

0 Low

1 Moderate

2 Important

3 Critical
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[ ] GlobalProtect Settings

General  Connection [REESgilEl) Troubleshooting  Notification

The host profile is information about your system that GlobalProtect can use for
monitoring or security policy enfircement.

P generate-time
¥ categories
» host-info
¥ anti-malware
b disk-backup
» disk-encryption
» firewall
¥ patch-management

Resubmit Host Profile Collapse All Expand All

e Troubleshooting—Enables you to Collect Logs and set the Logging Level.

[ GlobalProtect Settings

General Connection Host Profile | Troubleshooting | Notification

If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalProtect logs in order to troubleshoot the problem.

Collect Logs

Logging Level: = Debug a

STEP 4| ( ) Log in using a new password.

> If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User
l Credentials, your credentials are automatically saved to the GlobalProtect app. If your
password for accessing the corporate network changes, you must log in to GlobalProtect

using your new password.

Click the settings icon (O) to open the settings menu.
Select Settings to open the GlobalProtect Settings panel.

> bR

from the GlobalProtect app.

v

and password.

STEP 5| ( ) Disconnect from GlobalProtect.

Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

On the General tab of the GlobalProtect Settings panel, Sign Out to clear your saved user credentials

After you clear your user credentials, you can reconnect to GlobalProtect with your new username

If your administrator configures GlobalProtect with the On-Demand connect method, you can

disconnect from GlobalProtect by clicking Disconnect on the status panel.
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Disable the GlobalProtect App for macQOS

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the internet.
After disabling the GlobalProtect app, you can connect to the internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service (PanGPS). This configuration
can prevent you from disabling the app entirely or allow you to disable the app only after responding to a
challenge correctly.

If your configuration includes a challenge, the GlobalProtect app prompts for one of the following:

e Reason you want to disable the app
e Passcode
e Ticket number

If the challenge involves a passcode or ticket number, we recommend that you contact a GlobalProtect
administrator or Help Desk person by phone.

Administrators typically provide passcodes in advance, either through email (for new GlobalProtect users)
or posted on your organization’s website. In response to an outage or system issue, administrators may also
provide passcodes by phone.

Before you can obtain a valid ticket number, your endpoint displays a ticket request number that you
must communicate to your GlobalProtect administrator or a Help Desk person. If your disable request is
approved, you will receive a valid ticket number that you can use to disable GlobalProtect.

The following steps describe how to disable the app and pass a challenge:

STEP 1 | Disable the GlobalProtect app.

1. Launch the GlobalProtect app by clicking the GlobalProtect system tray icon. The status panel opens.
2. Click the settings icon (
&
) to open the settings menu.
3. Select Disable.

¥ The Disable option is visible only if your GlobalProtect agent configuration allows you to
L disable the app. If the configuration allows you to disable the GlobalProtect app without
requiring you to respond to a challenge, the GlobalProtect app closes without requiring
further action.

STEP 2 | Respond to one or more challenges, if required.

If prompted, provide the following information:

e Reason—Your reason for disabling the GlobalProtect app.

® @ Disable GlobalProtect

-

[ Enter a disable reason
w Reason:
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e Passcode—A passcode that is typically provided by your administrator in advance, based on a known
issue or event that requires you to disable the app.

e Ticket—If your configuration requires you to provide a ticket number, the GlobalProtect app displays
an eight-character hexadecimal ticket request number as soon as you select Disable. To disable the
app with a ticket number, contact your administrator or Help Desk person (by phone) and provide
the ticket request number. After approving your request, your administrator or Help Desk person
provides you with an eight-character hexadecimal ticket number. Enter the ticket number in the
Ticket field, and then click OK.
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Uninstall the GlobalProtect App for macOS

Use the following steps to uninstall the GlobalProtect app from your macOS endpoint . Keep in mind that
by uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will
not be protected your company'’s security policies.

» Only users with administrator privileges can uninstall the GlobalProtect app from macOS
z! endpoints.

On macOS endpoints, you can use the macOS installation program (in this case, the GlobalProtect Installer)
to uninstall a program. To uninstall the GlobalProtect app from your endpoint, install the GlobalProtect
software package, and then launch the GlobalProtect Installer. The GlobalProtect Installer prompts you

to select the Uninstall GlobalProtect package. If your administrator enabled the system extensions in the
GlobalProtect app for your macOS endpoint during the GlobalProtect app installation, the GlobalProtect
app will also prompt you to remove the system extensions during the GlobalProtect uninstallation. After
the Uninstall GlobalProtect package was successfully installed, the GlobalProtect app is removed from the
endpoint.

 If you no longer have the GlobalProtect Installer on your macOS endpoint, you can uninstall
L GlobalProtect by running the following command from the command line:

sudo / Appli cations/ d obal Protect. app/ Cont ent s/ Resour ces/
uni nstall _gp. sh

STEP 1| Log in to the GlobalProtect portal.
1. Launch your web browser and go to the following URL:

https://<portal address or name>

Example: htt p: // gp. acne. com

2. On the portal login page, enter your Name (username) and Password, and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

paloalto

NETWORKS®

GlobalProtect Portal

Name [ admin ]

Password [ seece ]
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STEP 2 | Navigate to the app download page.

In most instances, the app download page appears immediately after you log in to the portal.

> If your system administrator has enabled GlobalProtect Clientless VPN access, the
l application page opens after you log in to the portal (instead of the app download page).
Select GlobalProtect Agent to open the download page.

STEP 3 | Download the app.
1. Click Download Mac 32/64 bit GlobalProtect agent.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. When prompted, Run the software.
3. When prompted again, Run the GlobalProtect Installer.

STEP 4 | Uninstall GlobalProtect.
1. From the GlobalProtect Installer, click Continue.
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[ Nl ‘e Install GlobalProtect a

Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

Destination Select
Installation Type
Installation

Summary

Continue

2. On the Destination Select screen, click Continue.

3. On the Installation Type screen, select the Uninstall GlobalProtect check box, and then click
Continue.

o0 & Install GlobalProtect [s)

Custom Install on "Macintosh HD"

Package Name Action Size
Introduction ") GlobalProtect
i
Destination Select + Uninstall GlobalProtect Install Zero KB

o Installation Type GlobalProtect System extensions

Space Required: Zero KB Remaining: 168.98 GB

Go Back Continue

4. Click Install to confirm that you want to remove the GlobalProtect app.

5. When prompted, enter your User Name and Password, and then click Install Software to uninstall
GlobalProtect.
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= Installer is trying to install new software.
Introdug L
Enter your password to allow this.

Destinal

Installati User Name: H
@ Installai Password:

Summa

Cancel Install Software

6. If your system administrator has enabled the macOS system extensions during the GlobalProtect
app 5.1.4 installation running macOS Catalina 10.15.4 or later, the pop-up prompt appears for you
to uninstall the system extensions. When prompted, enter your User Name and Password, and then
click OK to remove the system extensions.

pn-

systemextensionsctl is trying to modify a
System Extension.

Ej Enter your password to allow this.

User Name: | Sommoiisess

Password: |eeesessse |

cancel (I

STEP 5| Confirm that the GlobalProtect app is no longer installed.

A message pops up, confirming that the Uninstall GlobalProtect package was successfully installed. This
confirmation indicates that the GlobalProtect app has been removed from your endpoint.

-

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation
© Summary The installation was successful.

The software was installed.

Close
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Remove the GlobalProtect Enforcer Kernel
Extension

When you uninstall the GlobalProtect app for macOS, and then install a new instance of the app, you

may encounter connection issues if the GlobalProtect enforcer kernel extension is not updated correctly.
A kernel extension (kext ) is a plugin for the macOS operating system that manages applications. If you
cannot connect to GlobalProtect after installing a new instance of the app, use the following procedures to
locate and remove the GlobalProtect enforcer kernel extension.

STEP 1| Uninstall the GlobalProtect App for Mac.

STEP 2 | Determine if the GlobalProtect enforcer kernel extension exists on the endpoint.

On the macOS endpoint, open the Terminal application under the Applications > Utilities folder, and
then enter the following command:

kextstat | grep gplock

STEP 3| If the extension exists, unload the enforcer.
Enter the following command on the Terminal application to unload the enforcer:

sudo kextunl oad -b com pal oal t onet wor ks. G obal Prot ect. gpl ock

STEP 4 | Prevent the enforcer from reloading after a reboot.

Enter the following command on the Terminal application to remove the enforcer from the macOS hard
disk:

sudo rm-r "/ Systeni Li brary/ Ext ensi ons/ gpl ock*. kext "

STEP 5 | Download and Install the GlobalProtect App for Mac.
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Enable the GlobalProtect App for macOS to
Use Client Certificates for Authentication

When the GlobalProtect app is installed on macOS endpoints for the first time and client certificate
authentication is enabled on the portal or gateway, the Keychain Pop-Up prompt appears, prompting users
to enter their password so that GlobalProtect can access and use client certificates from the login keychain.
The Keychain Pop-Up prompt can also appear when a new certificate is installed because the previous
certificate expired.

You must use the following procedure to enable the GlobalProtect app for macOS to use client certificates
for authentication:

STEP 1| Enter your password to allow login keychain access with the macOS endpoint in the following
Keychain Pop-Up prompt:

PanGPS wants to sign using key “Configuration
Profiles” in your keychain.

L- To allow this, enter the “login® keychain password.

Password:

Always Allow Deny Allow

STEP 2 | Select Always Allow to let GlobalProtect to establish the VPN tunnel. The Keychain Pop-Up
prompt does not appear until the client certificate has expired. This pop-up prompt can appear
again when the client certificate is renewed.

> If you select Allow, the Keychain Pop-Up prompt will appear every time users connect to
L GlobalProtect. If you select Deny, GlobalProtect cannot establish a VPN tunnel and the
Keychain Pop-Up prompt will appear. GlobalProtect can establish a VPN tunnel only after
you allow access to the login keychain.
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GlobalProtect App for iOS

GlobalProtect™ is an application that runs on your endpoint (desktop computer, laptop, tablet,
or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet, private cloud,
public cloud, and internet traffic and allows you to access your company’s resources from
anywhere in the world.

The following topics describe how to install and use the GlobalProtect app for iOS:
> Download and Install the GlobalProtect App for iOS

> Use the GlobalProtect App for iOS
> Uninstall the GlobalProtect App for iOS
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Download and Install the GlobalProtect App
for iOS

Before you can connect your iOS endpoint to the GlobalProtect network, you must download and

install the app. If your iOS endpoint is managed by a mobile device management (MDM) system, your
administrator may have automatically pushed the GlobalProtect app to your endpoint and configured the
VPN settings. If you do not already have the GlobalProtect app on your iOS endpoint, you can download it
from the App Store.

Before you download the app, you must obtain the IP address or FQDN of the GlobalProtect portal from
your administrator. In addition, your administrator should verify which username and password you can
use to connect to the portal and gateways. This is typically the same username and password that you use
to connect to your corporate network. If your administrator has allowed you to use biometric (fingerprint
or, for macOS X devices only, face ID) information to sign in, you need to first sign-in with a username and
password twice (once to save it and again to authenticate); you can then use biometric information to sign
in.

After you gather the required information, you can download and install the app as follows:

STEP 1 | Launch the App Store.

STEP 2 | Search for 4 obal Prot ect .

STEP 3| From the search results, select GlobalProtect™.
STEP 4| From the GlobalProtect app product page, tap GET.
STEP 5 | Install the app.

STEP 6 | When prompted, Sign In with Apple ID.
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Use the GlobalProtect App for iOS

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged in to your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.
Use one of the following workflows to connect to the GlobalProtect portal or gateway:
e First time connection experience:

1. Launch the GlobalProtect app.

2. (Optional) If you have not enabled GlobalProtect notifications on your endpoint, a notification
permission dialog appears. Allow GlobalProtect to send you notifications.

“GlobalProtect” Would Like
to Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

If you Don’t Allow GlobalProtect to send you notifications, a reminder appears the next time
you launch the app. Tap the Settings -> GlobalProtect link to go to the notification permission
screen, where you can enable notifications. If you still do not want to enable notifications, Skip
this screen.
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No SIM & 4:00 PM @3 ED

For your security, please
enable notifications!

Enabling notification ensures that you are notified
if your secure GlobalProtect connection fails in

the background.

1. Goto
2. Tap Notifications

3. Turn on "Allow Notifications"

3. Enter the GlobalProtect portal address.

What's your
portal address?

Address

4, ( ) Depending on the connection mode, tap Connect to initiate the connection.

5. Whenthe “d obal Protect” Wuld Li ke to AJdVPN Confi gurati ons message
appears, use the following steps to add VPN configurations to your endpoint:

1. Allow GlobalProtect to add VPN configurations to your endpoint. This setting enables
GlobalProtect to filter and monitor network activity on the endpoint when you are using the
VPN.
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“GlobalProtect” Would Like
to Add VPN Configurations
All network activity on this iPhone may

be filtered or monitored when using
VPN.

Don't Allow

2. Enter your iPhone or iPad passcode to confirm that you want to add VPN configurations to
your endpoint.

Enter iPhone passcode

Add VPN Configurations

6000

D © €

9 © €

» O ¢
0

Cancel

6. (Optional) If your endpoint is unable to verify the identity of the GlobalProtect portal using the
portal server certificate, the Cannot Verify Server |dentity message appears. If you trust
the certificate, tap Continue to proceed with the connection.

7. (Optional) If prompted, enter your Username and Password and then SIGN IN.
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If your administrator has allowed you to use biometric (fingerprint or, for iOS X devices only, face
ID) information to sign in, you need to first sign-in with a username and password twice (once to
save it and again to authenticate); you can then use biometric information to sign in.

Change Portal Address

Signin
Portal: gp.paloaltonetworks.com

Enter login credentials

Username

user
Password
........l Show
qgw e r t y u i op

D W W W W W W W W —

U W W U W W W —

8. (Optional) If you are using multi-factor authentication, enter the GlobalProtect verification Code
that is sent to your endpoint after you sign in, and then tap Continue.

9. (Optional) If your administrator configures the GlobalProtect app to display a welcome message,
the welcome message appears upon successful connection. Close the welcome message to
proceed to the home screen.

= GlobalProtect

Welcome to GlobalProtect %

SEE MORE

CONNECTED
TAP TO DISCONNECT

EXT_162
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10.(Optional) If there are notifications on your app, the Notifications dialog appears upon successful
connection. Close the Notifications dialog to proceed to the home screen.

Notifications

EXT161

Firewall is not enabled

11.When the home screen appears, verify that your connection has established successfully. If the
connection is successful, the home screen displays the CONNECTED state.

GlobalProtect

O

CONNECTED
TAP TO DISCONNECT

I Best Available
"I/ Santa Clara

12.(Optional) By default, the endpoint automatically connects to the Best Available gateway based
on the configuration that the administrator defines and the response times of the available
gateways. To connect to a different gateway, tap the gateway drop-down at the bottom of the
home screen and then use one of the following options:
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e Select a gateway manually (external gateways only). If your administrator configures more than
10 manual external gateways in your portal agent configuration, you can also locate a specific

gateway using the gateway search option.

Gateways

Q. Hawaii gateway [x]

A A A ___A__ A __A__A__A___A

A A A A A __A___A__A___J

. . g space
D U——

* Assign and automatically connect to a preferred gateway by tapping the More Options ( )
icon for the gateway that you want to set as the preferred gateway and then Set As Preferred.
Alternatively, you can long-press (tap and hold) the gateway and then Set As Preferred.

Connect

Set As Preferred
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To remove the preferred gateway assignment, tap the More Options ( :)icon for the preferred
gateway and then Remove Preferred. Alternatively, you can long-press (tap and hold) the
gateway and then Remove Preferred.

Connect

Remove Preferred

e On-Demand (Remote Access VPN) connection experience:

When GlobalProtect administrator configures GlobalProtect with the On-Demand connect method,
you must launch the GlobalProtect app to initiate the connection manually. After the connection
initiates, you can TAP TO CONNECT to establish the GlobalProtect connection. If your administrator
enables GlobalProtect to Save User Credentials, the connection establishes without requiring further
user interaction. If your administrator does not enable GlobalProtect to Save User Credentials, you
must sign in to establish the connection.
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Always On connection experience

When your GlobalProtect administrator configures GlobalProtect with the Always On connect
method, the connection initiates automatically. Depending on whether your administrator configures
the GlobalProtect app to Save User Credentials, you can establish the GlobalProtect connection
without launching the app. If your administrator enables GlobalProtect to Save User Credentials, the
connection establishes automatically without requiring any user interaction. If your administrator
does not enable GlobalProtect to Save User Credentials, you must sign in through the app to
establish the connection.

STEP 2 | View information about your GlobalProtect connection.

After you establish the GlobalProtect connection, launch the GlobalProtect app. Tap the settings icon
to open the settings menu. From the settings menu, tap SETTINGS to view information about your
connection, including the Portal address and connection Status.

If you want to connect to a different GlobalProtect portal, tap the Portal address. When prompted,
enter a new portal address and then tap CONNECT.

If you are connected to an external gateway, tap the connection Status to view additional details
about your connection (including the network SSID and gateway IP address/FQDN).

GLOBALPROTECT APP USER GUIDE | GlobalProtect App for i0S 53

© 2021 Palo Alto Networks, Inc.



Settings & 11:48 AM @ P @4

Connection

Network
corp-wireless

IP Address

IP Address (IPV6)

Gateway

10.1.8.124

Gateway Location
Santa Clara

Protocol

IPSec

Bytes In/Out
144281/70596

Packets In/Out
291/394

Error Packets In/Out

0/0

STEP 3| ( ) Change your saved password.

If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User Credentials,
your credentials are automatically saved to the GlobalProtect app. When your password expires or

a RADIUS or AD administrator requires a password change at the next login, you can update your
password on the app. This feature is enabled only when you are authenticated with a RADIUS server
using the Protected Extensible Authentication Protocol Microsoft Challenge Handshake Authentication
Protocol version 2 (PEAP-MSCHAPv2).

1. Launch the GlobalProtect app.
2. From the home screen, TAP TO CONNECT.
3. ( ) If prompted, enter your old Username and Password, and then SIGN IN.

54 GLOBALPROTECT APP USER GUIDE | GlobalProtect App for iOS

© 2021 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/authentication-features/eap-support-for-radius
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/authentication-features/eap-support-for-radius

Change Portal Address

Signin
Portal: gp.paloaltonetworks.com

Enter login credentials

Username

user
Password

........l Show
gwer t yui op

followed by your New Password.

Update Password

Your password has expired and must be changed.

Username

i1
Current Password

New Password

Retype Password

When the GlobalProtect app prompts you to Updat e Passwor d, enter your Current Password

5. Retype Password to confirm your new password.
6. SIGN IN to reconnect to GlobalProtect with your new password.

STEP 4| (

) Disconnect from GlobalProtect.

If your administrator configures GlobalProtect with the On-Demand connect method, you can TAP TO
DISCONNECT from the home screen.
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GlobalProtect

O

CONNECTED
TAP TO DISCONNECT

Best Available
Santa Clara
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Uninstall the GlobalProtect App for iOS

Use the following steps to uninstall the GlobalProtect app from your iOS endpoint. Keep in mind that by
uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will not
be protected by your company’s security policies.

STEP 1| Tap and hold the GlobalProtect app icon until the icon jiggles.
STEP 2 | Tap the X on the top-left corner of the icon.
STEP 3 | When prompted, Delete GlobalProtect.

STEP 4 | Tap Done or press the home button to return to the home screen.
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GlobalProtect App for Android

GlobalProtect™ is an application that runs on your endpoint (desktop computer, laptop, tablet,
or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet, private cloud,
public cloud, and internet traffic and allows you to access your company’s resources from
anywhere in the world.

The following topics describe how to install and use the GlobalProtect app for Android:

Download and Install the GlobalProtect App for Android

Download and Install the GlobalProtect App for Android on Chromebooks
Use the GlobalProtect App for Android

Disable the GlobalProtect App for Android

Uninstall the GlobalProtect App for Android

Uninstall the GlobalProtect App for Android from Chromebooks

V V V V V V
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Download and Install the GlobalProtect App
for Android

Before you can connect your Android endpoint to the GlobalProtect network, you must download and
install the app. If your Android endpoint is managed by a mobile device management (MDM) system, your
administrator may have automatically pushed the GlobalProtect app to your endpoint and configured

the VPN settings. If you do not already have the GlobalProtect app on your Android endpoint, you can
download it from Google Play.

Before you download the app, you must obtain the IP address or FQDN of the GlobalProtect portal from
your administrator. In addition, your administrator should verify which username and password you can use
to connect to the portal and gateways. This is typically the same username and password that you use to
connect to your corporate network.

After you gather the required information, you can download and install the app as follows:

STEP 1| Launch Google Play.

STEP 2| Search for @ obal Prot ect .

STEP 3| From the search results, select GlobalProtect.

STEP 4 | From the GlobalProtect app product page, tap Install.

STEP 5 | When prompted, review and Accept the information for which GlobalProtect needs access.
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Download and Install the GlobalProtect App
for Android on Chromebooks

To use the GlobalProtect app for Android on a Chromebook, you must download and install the app. If
your Chromebook is managed by AirWatch or the Google Admin console, your administrator may have
automatically pushed the GlobalProtect app to your endpoint and configured the VPN settings. If you do
not already have the GlobalProtect app for Android on your Chromebook, you can download it from the
Google Play Store.

Before you download the app, you must obtain the IP address or FQDN of the GlobalProtect portal from
your administrator. In addition, your administrator should verify which username and password you can use
to connect to the portal and gateways. This is typically the same username and password that you use to
connect to your corporate network.

After you gather the required information, you can download and install the app as follows:

» The GlobalProtect app for Android is supported only on certain Chromebooks. If you were
L using version 4.1.x of the GlobalProtect app for Chrome OS, the app is no longer available.
Consider upgrading to a Chrome OS system that supports Android Apps and use the

GlobalProtect app for Android.

STEP 1| Enable the Google Play Store app on your Chromebook.
1. ( ) If your Chromebook is running Chrome OS version 52 or earlier, update your Chromebook
operating system.
2. From your Chromebook, click your account photo at the bottom right corner of the screen.
3. Select Settings.
4. In the Google Play Store area, Enable Google Play Store on your Chromebook.

!\‘ If this option is not available, your Chromebook does not support Android apps.

When prompted, click Get Started to launch the Google Play Store.
Agree to the Terms of Service.

On the Welcome page, SIGN IN to the Google Play Store.

Accept the Google Play Terms of Service.

© N o

STEP 2 | Download and install the GlobalProtect app for Android endpoints on your Chromebook.
1. Open the Google Play Store app.
2. Search for d obal Prot ect App.
3. Click the GlobalProtect app icon.
4. Click INSTALL, and then follow the on-screen instructions to complete the app installation.
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Use the GlobalProtect App for Android

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged in to your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.

Use one of the following workflows to connect to the GlobalProtect portal or gateway:

e First time connection experience:

1. Launch the GlobalProtect app.
2. Enter the GlobalProtect portal address.

What's your portal
address?

Address

> e
q! WZ el r4 t5 y6 u7 is 09 pD
asdf gh j kI

& zx cvbnm®

7123/ © X °
RN

3. ( ) Depending on the connection mode, tap Connect to initiate the connection.

4. ( ) If your endpoint is unable to verify the identity of the GlobalProtect portal using the
portal server certificate, the Cannot Verify Server |dentity message appears. If you trust
the certificate, tap Continue to proceed with the connection.

5. ( ) If prompted, enter your Username and Password and then SIGN IN.

If your administrator has allowed you to use biometric (fingerprint) information to sign in, you
need to first sign-in with a username and password; you can then use biometric information to
sign in.
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¥ 11 100% B 10:51

Change Portal Address
Sign in

Portal:

Enter login credentials
Usemame

Frank

Password
...... Show

6. When the Connecti on request message appears, tap OK to allow GlobalProtect to set up a
VPN connection on your endpoint.

W 1 90% W 10:10

Connection request

GlobalProtect wants to set up a VPN
connection that allows it to monitor
network traffic. Only accept if you trust
the source.

O appears at the top of your screen
when VPN is active.

CANCEL 0K

7. ( ) If you are using multi-factor authentication, enter the GlobalProtect verification Code
that is sent to your endpoint after you sign in, and then tap Continue.
8. ( ) If your administrator configures the GlobalProtect app to display a welcome message,

the welcome message appears upon successful connection. Tap outside of the welcome message
to proceed to the home screen.
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9.

L 4 100% @ 10:52

NOTICE TO USERS

YOU ARE ENTERING THE ABC COMPANY
COMPUTER NETWORK. IT IS FOR AUTHORIZED
USE ONLY IN ACCORDANCE WITH APPLICABLE
POLICIES. USERS (AUTHORIZED OR
UNAUTHORIZED) HAVE NO EXPLICIT OR
IMPLICIT EXPECTATION OF PRIVACY.

Welcome to
GlobalProtect

GlobalProtect is a set of components that
ensure that you stay protected by a Palo Alto
Networks firewall close to you. It also provides
you secure access to corporate resources at
headquarters.

GlobalProtect should be completely transparent
for you and automatically detect when a secure
connection needs to be established.

Enjoy!

SEE MORE

( ) If there are notifications on your app, the Notifications dialog appears upon successful

connection. Close the Notifications dialog to proceed to the home screen.

or W 1 100% @ 10:55

Notifications
california-gw

Firewallis not enabled

10.When the home screen appears, verify that your connection has established successfully. If the

connection is successful, the home screen displays the CONNECTED state.
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GlobalProtect A

CONNECTED
TAP TO DISCONNECT

m california-gw

11.(Optional) By default, the endpoint automatically connects to the Best Available gateway based
on the configuration that the administrator defines and the response times of the available
gateways. To connect to a different gateway, tap the gateway drop-down at the bottom of the
home screen, and then select a gateway from the list (external gateways only).

e On-Demand (Remote Access VPN) connection experience:

When your GlobalProtect administrator configures GlobalProtect with the On-Demand connect
method, you must launch the GlobalProtect app to initiate the connection manually. After the
connection initiates, you can TAP TO CONNECT to establish the GlobalProtect connection. If your
administrator enables GlobalProtect to Save User Credentials, the connection establishes without
requiring further user interaction. If your administrator does not enable GlobalProtect to Save User
Credentials, you must sign in to establish the connection.

v 88% W 10:21

GlobalProtect

e Always On connection experience:

When your GlobalProtect administrator configures GlobalProtect with the Always On connect
method, the connection initiates automatically. Depending on whether your administrator configures
the GlobalProtect app to Save User Credentials, you can establish the GlobalProtect connection
without launching the app. If your administrator enables GlobalProtect to Save User Credentials, the
connection establishes automatically without requiring any user interaction. If your administrator
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does not enable GlobalProtect to Save User Credentials, you must sign in through the app to
establish the connection.

nop 10 or W X 100% @ 11:03

GlobalProtect A

CONNECTED

m california-gw

STEP 2 | View information about your GlobalProtect connection.

After you establish the GlobalProtect connection, launch the GlobalProtect app. Tap the settings icon
to open the settings menu. From the settings menu, tap SETTINGS to view information about your
connection, including the Portal address and connection Status.

m or W it 89% W 10:11
Back Settings
Portal

>
Connection Status
Connected >

e If you want to connect to a different GlobalProtect portal, tap the Portal address. When prompted,
enter a new portal address and then tap CONNECT.

GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Android 67

© 2021 Palo Alto Networks, Inc.



+ Ry W 1 86% W 11:04

Cancel

Edit your portal address

gp.paloaltonetworks.com

> v
q‘ Wttt yf, Jit o po
asdf gh jk I
&z x ¢cvbnm

2123 / © 0

e If you are connected to an external gateway, tap the connection Status to view additional details
about your connection (including the network SSID and gateway IP address/FQDN).

o O 10 or W i 100% B 11:32
Back Connection

Connected

corp-wifi

california-gw

Santa Clara
SSL
00:02:06

59.3KB/32.2KB

STEP 3| ( ) Change your saved password.

If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User Credentials,
your credentials are automatically saved to the GlobalProtect app. When your password expires or

a RADIUS or AD administrator requires a password change at the next login, you can update your
password on the app. This feature is enabled only when you are authenticated with a RADIUS server
using the Protected Extensible Authentication Protocol Microsoft Challenge Handshake Authentication
Protocol version 2 (PEAP-MSCHAPv2).

1. Launch the GlobalProtect app.

2. From the home screen, TAP TO CONNECT.

3. ( ) If prompted, enter your old Username and Password, and then SIGN IN.
4

. When the GlobalProtect app prompts you to Updat e Passwor d, enter your Current Password
followed by your New Password.
5. Retype Password to confirm your new password.
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6. SIGN IN to reconnect to GlobalProtect with your new password.

STEP 4| (Optionz!) Disconnect from GlobalProtect.
If your administrator configures GlobalProtect with the On-Demand connect method, you can TAP TO

DISCONNECT from the home screen.
nop o9 100% @ 10:56
= GlobalProtect ‘

O

CONNECTED
TAP TO DISCONNECT

m california-gw
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Disable the GlobalProtect App for Android

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the internet.
After disabling the GlobalProtect app, you can connect to the internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service (PanGPS). This configuration
can prevent you from disabling the app entirely or allow you to disable the app only after responding to a
challenge correctly.

If your configuration includes a challenge, the GlobalProtect app prompts for one of the following:

e Reason you want to disable the app
e Passcode

If the challenge involves a passcode, we recommend that you contact a GlobalProtect administrator or Help
Desk person by phone. Administrators typically provide passcodes in advance, either through email (for new
GlobalProtect users) or posted on your organization’s website. In response to an outage or system issue,
administrators may also provide passcodes by phone.

The following steps describe how to disable the app and pass a challenge:

STEP 1| Disable the GlobalProtect app.

1. Launch the GlobalProtect app.
2. Tap the settings icon to open the settings menu.
3. From the settings menu, tap DISABLE.

> The Disable option is visible only if your GlobalProtect agent configuration allows you to
l disable the app. If the configuration allows you to disable the GlobalProtect app without
requiring you to respond to a challenge, the GlobalProtect app closes without requiring
further action.
STEP 2 | Respond to one or more challenges, if required.
If prompted, provide the following information:

e Reason—Your reason for disabling the GlobalProtect app.

70 GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Android

© 2021 Palo Alto Networks, Inc.



m ey or W ! 88% W 10:19
Cancel

Please enter a reason for
disabling GlobalProtect.

Reason

> thanks I we ¢

q' we rt yb u i o pn
asdf gh jk I
&z x ¢cvbnm

2123 / © °

e Passcode—A passcode that is typically provided by your administrator in advance, based on a known
issue or event that requires you to disable the app.
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Uninstall the GlobalProtect App for Android

Use the following steps to uninstall the GlobalProtect app from your Android endpoint. Keep in mind that
by uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will
not be protected by your company'’s security policies.

STEP 1| Launch the Settings app.
STEP 2 | Tap Apps & notifications.
STEP 3 | Tap GlobalProtect.

STEP 4 | Tap Uninstall.

72 GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Android

© 2021 Palo Alto Networks, Inc.



Uninstall the GlobalProtect App for Android
from Chromebooks

Use the following steps to uninstall the GlobalProtect app for Android from your Chromebook . Keep in
mind that by uninstalling the app, you no longer have VPN access to your corporate network and your
endpoint will not be protected by your company’s security policies.

STEP 1| Open the Google Play Store app.

STEP 2 | Click the menu button ( =) next to the Google Play search bar.
STEP 3| Select Apps & games > My apps & games.

STEP 4 | Select INSTALLED.

STEP 5 | From the On this device area, select GlobalProtect.

STEP 6| Click UNINSTALL.
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GlobalProtect App for Linux

GlobalProtect™ is a program that runs on your endpoint (desktop computer, laptop, or server)
to protect you by using the same security policies that protect the sensitive resources in your
corporate network. GlobalProtect™ secures your intranet, private cloud, public cloud, and
internet traffic and allows you to access your company'’s resources from anywhere in the
world.

The following sections provide instructions for installing and using the GlobalProtect app for
Linux:

Download and Install the GlobalProtect App for Linux
Use the GlobalProtect App for Linux

Disable the GlobalProtect App for Linux

Uninstall the GlobalProtect App for Linux

vV V V V
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Download and Install the GlobalProtect App
for Linux

GlobalProtect offers you two different methods to install the GlobalProtect app on your Linux device:

a GUI-based installation version and a CLI version. If you use a supported Linux operating system that
supports a graphical interface, you can install the GUI version of the GlobalProtect; otherwise, download
and install the CLI version of the GlobalProtect app.

e Download and Install the GUI Version of GlobalProtect for Linux
e Download and Install the CLI Version of GlobalProtect for Linux

Download and Install the GUI Version of GlobalProtect for Linux

If your Linux device supports a graphical user interface, complete these steps to install the GUI version of
GlobalProtect for Linux.

STEP 1| Download the GlobalProtect app for Linux.

1. Log in to the Customer Support Portal. After you enter your username and password credentials, you
are authenticated and you are logged in to the support site.

2. Select Updates > Software Updates.
3. Filter by GlobalProtect Agent for Linux, and download the associated TGZ file.
4. Extract the files from the package.

user @i nuxhost: ~$ tar -xvf ~/pkgs/PanGPLinux-5.1.0.tgz
A
./ d obal Protect deb-5.1.0.0-62. deb
./ d obal Protect _deb_arm 5. 1. 0. 0- 62. deb
./ d obal Protect _rpm5.1.0.0-62.rpm
./ d obal Protect_rpmarm5.1.0.0-62.rpm
./ G obal Protect_tar-5.1.0.0-62.tgz
./ d obal Protect tar_ arm5.1.0.0-62.tgz
./ d obal Protect Ul _deb-5.1.0.0-62. deb
./ d obal Protect _U _rpm5.1.0.0-62.rpm
./ d obal Protect U tar-5.1.0.0-62.t9gz
./ mani f est
.Irelinfo

You will see multiple installation packages for supported operating system versions—DEB for Debian
and Ubuntu and RPM for CentOS and Red Hat. The package for the GUI version is denoted by a
GlobalProtect_Ul prefix.

STEP 2| ( ) If your Linux endpoint must use a manual proxy server configuration, configure the
proxy settings.

¥ The GlobalProtect app for Linux supports only a basic proxy server configuration but does
;! not support the use of Proxy Auto-Configuration (PAC) files and proxy authentication.

The GlobalProtect app for Linux obtains the proxy settings from the HTTP_PROXY, HTTPS_PROXY
and NO_PROXY environment variables in the / et ¢/ envi r onnment file. If you later change the system
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proxy configuration, verify that the terminal from which GlobalProtect runs uses the proxy environment
variables. If you do not see the new settings, log out and back in for the new settings to take effect.

> If you have configured the HTTP_PROKXY variable or the HTTPS_PROXY variable, make
l sure that the GlobalProtect portal matches the settings configured for the NO_PROXY
variable.

1. To set your proxy on your Linux endpoint, edit the HTTP_PROXY environment variable
or HTTPS_PROXY environment variable (for example, HTTPS_PROXY="htt ps://
your pr oxy. | ocal : 8080").

2. To configure the IP addresses or domain names that you want to exclude from the proxy, edit the
NO_PROXY environment variable (for example, NO_PROXY="www. gpga. condi ).

Use commas to separate multiple IP addresses or domain names. Starting with GlobalProtect
app 5.1.6, you can use the wildcard character (*) for IP addresses or domain names (for example,
NO_PROXY="*. donmi n. cond ).

STEP 3| ( ) To import a certificate, complete the following steps.

When you want to pre-deploy a client certificate to an endpoint for certificate-based authentication,
you can copy the certificate to the endpoint and import it for use by the GlobalProtect app. Use the
gl obal protect inport-certificate --location <l ocati on>command toimport the
certificate on the endpoint. When prompted you must supply the certificate password.

user @i nuxhost: ~$ gl obal protect inport-certificate --1ocation /hone/ mydir/
Downl oads/ cert _client_cert.pl2

Pl ease i nput passcode:

I mport certificate is successful.

STEP 4 | Install the GUI version of the GlobalProtect app for Linux.

Install the app using root privileges and use an installation method that will automatically add any
missing packages that are required by the GlobalProtect app.

For Debian and Ubuntu, use the sudo apt-get install <gp-app-pkg> command.

For CentOS and Red Hat, use the sudo yum i nstal | <gp-app-pkg> command.

STEP 5 | Use the GUI version of the GlobalProtect App for Linux.

After installation completes, the GlobalProtect app automatically launches. Specify your portal address
and enter your credentials when prompted to begin the connection process.

¥ Because the GlobalProtect service supports only one socket connection to the
GlobalProtect agent and to the GUI version of the GlobalProtect app, you must either
log out of the Linux operating system or the SSH session depending on the installation
method used as a root user after installing the app. You must log back in to the Linux
endpoint as another user with non-privileged user privileges and the app launches.

Download and Install the CLI Version of GlobalProtect for Linux

If your Linux device does not support a GUI, install the GlobalProtect app for Linux by completing these
steps. The GlobalProtect app for Linux supports the DEB, RPM, and TAR installation packages.

STEP 1 | Download the GlobalProtect app for Linux.
1. Obtain the app package from your IT administrator and then copy the TGZ file to the Linux endpoint.
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For example, if you downloaded the package to a macOS endpoint, you can open a terminal and then
copy the file:

macUser @rac: ~$
scp ~/ Downl oads/ PanGPLi nux-5.1.0.tgz |inuxUser @i nuxHost:
<Dest i nati onFol der >

where <Desti nati onFol der> is alocation such as ~/ pkgs/ where you want to store the TGZ
file.

2. From the Linux endpoint, unzip the package.

user @i nuxhost : ~$
tar -xvf ~/pkgs/PanGPLi nux-5.1.0.tgz

After you unzip the package, you will see installation packages—DEB for Ubuntu and RPM for
CentOS and Red Hat—and the scripts to install and uninstall the packages.

STEP 2 | ( ) If your Linux endpoint must use a manual proxy server configuration, configure the
proxy settings.

¥ The GlobalProtect app for Linux supports only a basic proxy server configuration but does
[! not support the use of Proxy Auto-Configuration (PAC) files and proxy authentication.

The GlobalProtect app for Linux obtains the proxy settings from the HTTP_PROXY, HTTPS PROXY

and NO_PROXY environment variables in the / et ¢/ envi r onnent file. If you later change the system
proxy configuration, verify that the terminal from which GlobalProtect runs uses the proxy environment
variables. If you do not see the new settings, log out and back in for the new settings to take effect.

» If you have configured the HTTP_PROXY variable or the HTTPS_PROXY variable, make
[! sure that the GlobalProtect portal matches the settings configured for the NO_PROXY
variable.

1. To set your proxy on your Linux endpoint, edit the HTTP_PROXY environment variable
or HTTPS_PROXY environment variable (for example, HTTPS_PROXY="htt ps://
your proxy. | ocal : 8080").

2. To configure the IP addresses or domain names that you want to exclude from the proxy, edit the
NO_PROXY environment variable (for example, NO_PROXY="www. gpga. conf ).

Use commas to separate multiple IP addresses or domain names. Starting with GlobalProtect
app 5.1.6, you can use the wildcard character (*) for IP addresses or domain names (for example,
NO_PROXY="*. donmi n. cont ).

STEP 3 | Install the app package.

There are two app packages available for GlobalProtect:

e CLl version (for example GlobalProtect_deb-5.1.0.0-19.deb)—Use either the sudo dpkg -i <gp-
app- pkg> orsudo apt-get install <gp-app-pkg>

e Ul version (for example GlobalProtect_Ul_deb-5.1.0.0-19.deb)—Install using the sudo apt - get
install <gp-app-pkg> command.

where <gp- app- pkg> is the path of either the CLI or Ul distribution package for your Linux version.
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user @i nuxhost : ~$
sudo dpkg -i d obal Protect deb-5.1.0.0-19. deb
Sel ecting previously unsel ected package d obal Protect.

(Readi ng database ... 67776 files and directories currently
installed.)

Preparing to unpack G obal Protect deb-5.1.0.0-19.deb ...

Start installing gp...

Unpacki ng d obal Protect (5.1.0-19) ...

Setting up d obal Protect (5.1.0-19)

Enabl e gp service...

Starting gp service...

Create symink for gp cli...

user @i nuxhost : ~$
sudo apt-get install d obal Protect deb-5.1.0.0-23.deb
[ sudo] password for gpqa:
Readi ng package lists... Done
Bui | di ng dependency tree
Readi ng state information... Done
Note, selecting 'globalprotect' instead of '/hone/gpqgal/ Downl oads/
d obal Protect _deb-5. 1. 0. 0- 24. deb’
The foll owi ng packages were automatically installed and are no | onger
required:
I i nux- headers-5.10. 0-28 |i nux- headers-5.10. 0-28-generic |inux-
i mage-5. 10. 0- 28-generi c |inux-imge-extra-5.10. 0-28-generic
Use 'sudo apt autorenove' to renove them
The foll owi ng NEW packages will be install ed:
gl obal pr ot ect
0 upgraded, 1 newWy installed, O to renove and 73 not upgraded.
After this operation, 0 B of additional disk space will be used.
Cet: 1 /hone/ gpqa/ Downl oads/ d obal Prot ect _deb-5. 1. 0. 0- 24. deb
gl obal protect all 5.1.0-24 [1, 334 kB]
E: read, still have 59 to read but none |eft
E: Error reading archive nenber header
E: Prior errors apply to /hone/ gpga/ Downl oads/
d obal Prot ect _deb-5. 1. 0. 0-24. deb
debconf: apt-extracttenplates failed: No such file or directory
Sel ecting previously unsel ected package gl obal protect.
(Readi ng database ... 247210 files and directories currently
installed.)
Preparing to unpack .../d obal Protect _deb-5.1.0.0-24.deb ...
Start installing gp...
Unpacki ng gl obal protect (5.1.0-24)
Setting up gl obal protect (5.1.0-24)
Enabl e gp service...
Starting gp service...
Create symink for gp cli...

The GlobalProtect app for Linux installs to the / opt / pal oal t onet wor ks/ gl obal pr ot ect
directory. After GlobalProtect first runs, the app also creates a GlobalProtect user folder
$HOVE/ . gl obal pr ot ect to save user registry configuration and other CLI related settings.

STEP 4| ( ) Change CLI modes.
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You can run commands in either command-line or prompt mode. Command-line mode requires you
to specify the full GlobalProtect command. Prompt mode requires you to specify only the command
(without the app name) and displays more detailed output than command-line mode.

1. To switch to prompt mode, enter gl obal pr ot ect without any arguments.

user @i nuxhost: ~$
gl obal prot ect
>>

2. To exit prompt mode, enter qui t .

>>
qui t
user @i nuxhost: ~$

STEP 5 | View the help for GlobalProtect app for Linux.

Prompt mode:

>>
hel p
Usage: only the foll owi ng commands aresupported:
coll ect-1o0g -- collect log information
connect -- connect to server
di sconnect -- di sconnect
di sabl e -- di sabl e connection
import-certificate -- inport client certificate file
qui t -- quit from pronpt node
redi scover - net wor k -- network rediscovery
remove- user -- clear credential
resubnit-hip -- resubnit hip information
set-1og -- set debug | evel
show -- show i nformation

Command-line mode:

user @i nuxhost : ~$
gl obal protect help
Usage: only the foll owi ng commands are support ed:

collect-1og -- collect log information
connect -- connect to server

di sconnect -- di sconnect

di sabl e -- disabl e connection

i mport-certificate -- inport client certificate file
qui t -- quit from pronpt node
redi scover - net wor k -- network rediscovery
renove- user -- clear credential
resubnit-hip -- resubnit hip information
set-1og -- set debug | evel

show -- show i nformation

STEP 6 | Use the CLI version of the GlobalProtect app for Linux.
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Use the GlobalProtect App for Linux

GlobalProtect supports two versions of the GlobalProtect app for Linux: One version if your Linux device
supports a GUI, and CLI version if your Linux device does not support a GUL.

e Use the GUI Version of the GlobalProtect App for Linux
e Use the CLI Version of the GlobalProtect App for Linux

Use the GUI Version of the GlobalProtect App for Linux

To use the GUI version of the GlobalProtect app for Linux, complete these steps.

STEP 1| In the GlobalProtect window, enter the FQDN or IP address of the GlobalProtect portal, and
then click Connect.

GlobalProtect —

Welcome to
GlobalProtect

Please enter your portal address

After you download and install the GUI version of the GlobalProtect app for Linux, the GlobalProtect
app automatically launches.

1. ( ) If multiple portals are saved on your app, select a portal from the Portal drop-down. By
default, the most recently connected portal is pre-selected from the Portal drop-down.
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GlobalProtect

Sign In

Enter login credentials

Portal:

jusername ’

Password

Cancel

2. Enter the Username and Password for the portal and then Sign In.

In most instances, you can use the same username and password that you use to connect to your
corporate network. After you sign in, the GlobalProtect portal shows a status of Connected.

GlobalProtect —

Connected
Your network connection has been
secured
Disconnect
Gateway gw_167 v
3. ( ) By default, you are automatically connected to the Best Available gateway, based on

the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, click the gateway drop-down and then use one of the following
options:

e Select a gateway manually (external gateways only).
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\» This option is only available if your administrator enables manual gateway
l selection.

GlobalProtect

Connected

Your network connection has been
secured

Disconnect

Gateway gw_167 v

Best Available |
w_ 162

e Assign and automatically connect to a preferred gateway:

1. From the menu on the top right of the app’s status panel, select Preferred Gateway to open
the GlobalProtect: Preferred Gateway dialog.

e =1
Settings
Refresh Connection
Preferred Gateway
|/\\’J\f\bout

Disable

Connected - Internal
You are on the internal corporate
netwaork.

Portal -

Gateway Intemal -

2. From the list of available gateways, select the gateway that you want to set as the preferred
gateway and then Set as Preferred.

3. Close the dialog.

If you no longer want to connect to the gateway automatically, you can also remove the preferred
gateway assignment:

1. From the menu on the top right of the app’s status panel, select Preferred Gateway to open
the GlobalProtect: Preferred Gateway dialog.

2. From the list of available gateways, select the preferred gateway and then Remove Preferred.
3. Close the dialog.

STEP 2 | Open the GlobalProtect app.

Click the GlobalProtect system tray icon to launch the app interface.
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STEP 3| View information about your network connection.

After you launch the app, select the menu ( = ) on the top right of the app’s panel, select Settings to
open the GlobalProtect Settings panel, and then select one of the following tabs to view information
about your network connection:

e General—Displays the username and portal(s) associated with the GlobalProtect account. You can
also add, delete, or modify portals from this tab.

Settings - X

o Connection—Lists the gateways configured for the GlobalProtect app and provides the following
information about each gateway:

Gateway name

Tunnel status

Authentication status

Connection type

Gateway IP address or FQDN (only available in external mode)

» For internal mode, the Connection tab displays the entire list of available gateways.
L For external mode, the Connection tab displays only the gateway to which you are
connected and additional details about the gateway (such as the gateway IP address,
location, and uptime).
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Settings - X

Gateway Tunnel . Authenticated Type

no External

External

e Troubleshooting—Enables you to Collect Logs and set the Logging Level.

STEP 4| (Optional) Log in using a new password.

» If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User
Credentials, your credentials are automatically saved to the GlobalProtect app. If your
password for accessing the corporate network changes, you must log in to GlobalProtect
using your new password.

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.
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2. Select the menu ( = ) on the top right of the app’s panel, then select Settings to open the
GlobalProtect Settings panel.

3. On the General tab of the GlobalProtect Settings panel, Sign Out to clear your saved user credentials
from the GlobalProtect app.

4. After you clear your user credentials, you can reconnect to GlobalProtect with your new username
and password.

STEP 5| ( ) Disconnect from GlobalProtect.

If your administrator configures GlobalProtect with the On-Demand connect method, you can
disconnect from GlobalProtect by clicking Disconnect on the status panel.

Use the CLI Version of the GlobalProtect App for Linux

Using the command-line interface (CLI) of the GlobalProtect™ app for Linux, you can perform tasks

that are common to the GlobalProtect app. The following examples display the output in command-line
mode. To run the same command in prompt-mode, enter it without the gl obal pr ot ect prefix (for more
information, see Download and Install the GlobalProtect App for Linux).

Connect to a GlobalProtect portal:

Use the gl obal prot ect connect --portal <gp-portal >command where <gp- port al >is the
IP address or FQDN of your GlobalProtect portal.

For example:

user @i nuxhost: ~$ gl obal protect connect --portal nyportal.exanple.com
Retrieving configuration...

Di sconnect ed

myportal . exanpl e. com - portal:local:Enter |ogin credentials

user nane: user 1

Passwor d:

Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

When you use certificate-based authentication, the first time you connect without a root CA certificate,
the GlobalProtect app and GlobalProtect portal exchange certificates. The GlobalProtect app displays

a certificate error, which you must acknowledge before you authenticate. When you next connect, you
will not be prompted with the certificate error message.

user @i nuxhost: ~$ gl obal protect connect --portal nyportal.exanple.com

Retrieving configuration...

Di sconnect ed

There is a problemwith the security certificate, so the identity of
10. 3. 188. 61 cannot be verified. Please contact the Hel p Desk for your
organi zation to have the issue rectified.

War ni ng: The comunication with 10.3.188.61 may have been conprom sed. W
recomend that you do not continue with this connection.

Error details: Do you want to continue(y/n)?y

Retrieving configuration...

Di sconnect ed

10.3.188.61 - portal:local:Enter |login credentials

user nane: user 1

Passwor d:

Retrieving configuration...
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Di scovering network. ..
Connecti ng. ..
Connect ed

 You can also specify a username in the command using the - - user nane <user nane>
l option. The GlobalProtect app prompts you to authenticate and, if you specified the
username option, confirm your username.

e Import a certificate.

When you want to pre-deploy a client certificate to an endpoint for certificate-based authentication,
you can copy the certificate to the endpoint and import it for use by the GlobalProtect app. Use the
gl obal protect inport-certificate --location <l ocati on>command toimport the
certificate on the endpoint. When prompted you must supply the certificate password.

user @i nuxhost: ~$ gl obal protect inport-certificate --1ocation /hone/ mydir/
Downl oads/ cert _client_cert.pl2

Pl ease i nput passcode:

I nport certificate is successful.

e Connect to a gateway:
1. ( ) Display the manual gateways to which you can connect using the gl obal pr ot ect show
- -manual - gat eway command.

2. Connect to a gateway using the gl obal prot ect connect --gateway <gp-gateway>
command where <gp- gat eway> is the IP address or FQDN of the GlobalProtect gateway.

3. View details about your connection using the gl obal prot ect show --detail s command.

user @i nuxhost: ~$ gl obal prot ect show - - nmanual - gat eway

Name Addr ess
gwl 192. 168. 1. 180
gw2 192. 168. 1. 181

user @i nuxhost: ~$ gl obal protect connect --gateway 192.168.1.180
Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

e Verify the status of and view details about your GlobalProtect connection:
Use the gl obal prot ect show - - st at us command to verify the status of your connection.

Use the gl obal prot ect show --det ai | s command to view the details of your connection.

user @i nuxhost: ~$ gl obal protect show --status
G obal Protect status: Connected

user @i nuxhost: ~$ gl obal protect show --details
Assi gned | P address: 192.168.1.132

Gateway | P address: 192.168.1.180

Prot ocol : | PSec

Upti ne(sec): 231

e Rediscover the network:
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Use the gl obal prot ect redi scover-networ k command to disconnect and reconnect from
GlobalProtect.

user @i nuxhost: ~$ gl obal protect redi scover-network
Di sconnecti ng. ..

Retrieving configuration...

Retrieving configuration...

Di scovering network. ..

Connecti ng. . .

Connecti ng. ..

Connect ed

G obal Protect status: Connected

Clear the credentials for the current user:

Use the gl obal prot ect renove-user command to clear the credentials used to authenticate with
the portal and gateways. After you confirm that the GlobalProtect app should clear your credentials, the
GlobalProtect app disconnects the tunnel and then requires you to enter your credentials the next time
you connect.

user @i nuxhost: ~$ gl obal protect renopve-user

Credential will be cleared and current tunnel will be term nated.
Do you want to continue(y/n)?y

Cl ear is done successfully.

user @i nuxhost: ~$ gl obal protect connect --portal 192.168.1.179
Retrieving configuration...

Di sconnect ed

192.168.1.179 - portal:local:Enter |login credentials

user nane: user 1

Passwor d:

Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

Resubmit host information to the gateway.

Use the gl obal prot ect show - - host - st at e command to view the current host information about
your endpoint. Use the gl obal pr ot ect resubm t-hi p command to resubmit information about the
endpoint to the gateway. This is useful in cases where HIP-based security policy prevents users from
accessing resources because it allows the user to fix the compliance issue on the endpoint and then
resubmit the HIP.

user @i nuxhost: ~$ gl obal protect show --host-state
generate-time: 09/28/ 2017 11:24:07
cat egori es
host-info
client-version: 4.1.0
0S: Linux Uobuntu 16.04.3 LTS
os-vendor: Linux
donai n:
host - nane: | i nuxhost
host-id: 4CAC4A544-0034- 4D10- 804C- *****xxkxxkxx

net wor k-i nterface
enp0s31f 6
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description: enp0s31f6
mac- addr ess: D4: 81: D7: D4: 5A: A5
w p2s0
description: W p2s0
mac- addr ess: 14: AB: C5: DE: D1: OE
user @i nuxhost: ~$ gl obal protect resubmt-hip
Resubmit is successful.

¢ View any GlobalProtect notifications.

Use the gl obal protect show --notificati on command to view notifications.

e View the GlobalProtect system tray icon.

Use the gl obal prot ect | aunch-ui command to display the system tray icon on your desktop. You
can launch the GlobalProtect app by clicking the system tray icon.

* View the Welcome page.

Use the gl obal prot ect show --wel cone- page command. The GlobalProtect app displays the
Welcome page in a browser if a Welcome page exists or displays a notification if the Welcome page
does not exist.

e View errors.

Use the gl obal prot ect show --error command to view errors reported by the app.

user @i nuxhost: ~$ gl obal protect show --error
Error: Cannot connect to d obal Protect Port al

e Collect logs.

The app stores the PanGPA and PanGPI log files in the / honme/ <user >/ . G obal pr ot ect directory.
Use the gl obal protect coll ect-1 ogs command to enable the GlobalProtect app for Linux to
package these logs and other useful information. You can then use the logs to troubleshoot issues or
forward them to a Support engineer for expert analysis.

user @i nuxhost: ~$ gl obal protect collect-Iog

Start collecting...

col l ecting network info...

col l ecting machi ne info...

copying files...

generating final result file...

The support file is saved to /hone/user/.d obal Protect/Col |l ect.tgz

e Display the version of the GlobalProtect app for Linux.

user @i nuxhost: ~$ gl obal protect show --version
G obal Protect: 4.1.0-23
Copyright(c) 2009-2017 Palo Alto Networks, Inc.
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Disable the GlobalProtect App for Linux

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the internet.
After disabling the GlobalProtect app, you can connect to the internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service. This configuration can prevent
you from disabling the app entirely or allow you to disable the app only after responding to a challenge
correctly.

If your configuration includes a challenge, the GlobalProtect app prompts for one of the following:

e Reason you want to disable the app
e Passcode

If the challenge involves a passcode, we recommend that you contact a GlobalProtect administrator or Help
Desk person by phone. Administrators typically provide passcodes in advance, either through email (for new
GlobalProtect users) or posted on your organization’s website. In response to an outage or system issue,
administrators may also provide passcodes by phone.

The following steps describe how to disable the app and pass a challenge:
o ) Disconnect from GlobalProtect:

Use the gl obal prot ect di sconnect command to disconnect from GlobalProtect.

user @i nuxhost: ~$ gl obal prot ect di sconnect
Di sconnect ed

o ) Disable GlobalProtect:

Use the gl obal prot ect di sabl e command to disconnect and disable the GlobalProtect app. If your
configuration requires it, you must also specify a reason (using the - - r eason “<r eason>" option) or a
passcode (using the - - passcode <passcode> option).

user @i nuxhost: ~$ gl obal protect disable

user @i nuxhost: ~$ gl obal protect disable --reason “This is my reason for
di sabling G obal Protect”

user @i nuxhost: ~$ gl obal protect di sable --passcode | Tp@sword
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Uninstall the GlobalProtect App for Linux

You can uninstall the GlobalProtect app for Linux using either the dpkg and the apt-get utility. To uninstall
the GlobalProtect app, you must run the command with root permissions:

e Begin the uninstallation process by entering the sudo dpkg - P gl obal prot ect command.

user @i nuxhost: ~$ sudo dpkg -P gl obal protect

(Readi ng database ... 209181 files and directories currently installed.)
Renovi ng gl obal protect (4.1.0-12)

gp service is running and we need to stop it...

Di sabl e service...

Renovi ng gp service...

gp service has been renoved successfully

Renovi ng configuration...

e Uninstall the GlobalProtect app for Linux by entering the sudo apt - get renove
gl obal protect command.
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GlobalProtect for loT Devices

GlobalProtect™ is an application that runs on your endpoint (desktop computer, laptop, or
server, or loT device) to protect you by using the same security policies that protect the
sensitive resources in your corporate network. For loT devices, GlobalProtect™ secures traffic
to and from the device to any source or destination anywhere on the internet or within your
corporate network.

You can install GlobalProtect on loT devices that are embedded within the following operating

systems:

> |oT on Android
> |oT on Raspbian
> |oT on Ubuntu

> |oT on Windows


https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-for-iot-devices.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-for-iot-devices/install-globalprotect-for-iot-on-android.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-for-iot-devices/install-globalprotect-for-iot-on-raspbian.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-for-iot-devices/install-globalprotect-for-iot-on-ubuntu.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-for-iot-devices/install-globalprotect-for-iot-on-windows.html
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